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SYNOPSIS
In the last year, Anonymous has been associated with attacks or “raids” on hundred’s of targets.  They’ve attacked the Motion Picture Association of America, the websites of Mastercard, Visa and Paypal for cutting off financial services to Wikileaks and – along with other hacktivist groups like Telecomix - loaded their weapons to help with the Arab Spring.  They’ve hit corporate targets like Sony and cyber-security/intelligence firms like HBGary Federal.  They have taken down police and government domains, compromised their servers, dumped files, seized millions of internal documents, and handed over private emails and passwords in an offensive they casually called “Fuck the FBI Fridays.”

Call it the year of the Hacktivist. 

We Are Legion takes us inside the culture and roots of Anonymous, a group that has redefined civil disobedience for the digital age. The film explores early hacktivist groups like Cult of the Dead Cow and Electronic Disturbance Theater and then moves from Anonymous' raucous and unruly beginnings on the website 4Chan to a full blown movement with global reach.  

Through interviews with current members, some recently returned from prison, others currently awaiting trial, writers, academics and major players in various "raids," WE ARE LEGION: The Story of the Hacktivists traces the collective's evolution from merry pranksters to a full-blown movement with a global reach, the most transformative civil disobedience of our time. 

DIRECTOR’S STATEMENT
I had been following Anonymous long before I started making the film WE ARE LEGION: The Story of the Hacktivists - watching them with interest after they first came to general prominence with their 2008 attack on the Church of Scientology.  Like many people I erroneously assumed they would always be associated with protesting Scientology.  A year ago that changed, and it became clear they were redefining themselves in fascinating and powerful ways.

The biggest challenge in documenting Anonymous is pretty much what you'd expect: How do can I get close enough to individuals involved in these various raids to be able to tell an accurate story?
After all Anonymous is a leaderless, decentralized culture largely made up of people defiant about their privacy. Members are frequently targeted by the FBI, private security companies and government contractors out to "d0x" them (reveal their private information).  Some of these groups have taken this to the extreme, almost making it their mission in life to d0x Anons. 

How would I differentiate myself from previous infiltrators, agitators, moles, and agent provocateurs; each attempting to take down Anonymous? Unlike non-internet based protest groups of the past, the "hunters" of Anonymous are (like the group itself) usually hidden behind a computer.  They can disappear one moment and come back re-defined the next as easy as it is to create a new alias.  In the beginning you occasionally wonder if the person you are talking to is the same person using the same handle in a conversation you had with them last week.  If that sounds confusing, welcome to Anonymous.  

Understandably, they treat their visitors with caution - especially those like me who come asking questions.  

Over the last year I've been following along as Anonymous and various other collaborative or spin-off hacktivist groups have been “sailing the seas” of the internet, generally wreaking havoc and causing mayhem.  Usually it has been done in the name of free speech and internet liberty, though occasionally it has been done for the “lulz” – for the sake of pure chaos, hilarity or Schadenfreude.  Those moments can make you cringe or laugh out loud, usually both.  

They also really, really like cats.

I’m the journalist on the boat scribbling notes, carrying a camera, meeting people and trying to make sense of who they are, where they’ve come from and where they’re headed.  

I have also gotten to know members of the group arrested on July 19th, 2011 for the attacks on Visa, Mastercard and Paypal.  These individuals currently face staggering fines of up to $250,000 with potential prison terms that could be as high as 15 years.  They are a courageous, principled and inspiring group of people who now find themselves sitting on the edge of history.  The outcome of their case will define the right to protest online for the rest of us.  As Anonymous researcher and Wolfe Chair in Scientific and Technological Literacy at McGill University, Gabriella Coleman says in the film, “so much of our lives are now configured at least in part on the internet, so we better start thinking about how we claim parts of the internet as spaces that we can also protest in.”

Anonymous is a new phenomenon in the human experience, though many individual elements of the group are not.  Hacking, of course, is not new and “hacktivism” is not unique to Anonymous.  In the film we expand on early groups like Cult of the Dead Cow and Electronic Disturbance Theater, some of the first groups to perfect and expand on electronic civil disobedience. Even the mischievous joker element to Anonymous is not new – throughout history there always seems to be a trickster poking a devious masked head into societies during moments of great conflict and change.  

But combine those elements with a group of people who largely grew up online, the shear volume of individuals who have arrived and feel comfortable communicating online in the last 10 years, the advancement of technology (including new communication tools like Twitter) the loss of privacy, and the dramatic increase in surveillance and intrusion into our lives after 9/11.  Taken as a whole you begin to understand the conditions that created Anonymous.  We don't know where they are going, but we do know that a leaderless, decentralized group has been able to come together in shockingly cohesive, powerful and consistent ways. 

As Security strategist and philosopher Joshua Corman told me, “individual, young, nameless, faceless folks are having geopolitical impact.  It’s both exhilarating to realize that and terrifying to realize that. It kind of depends on how that power is wielded.  Whether you think it’s bad or not is irrelevant, it’s not going away.” 

For the “hacktivist” it has been a hell of a year.  
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